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WEB CREDIBILITY ASSESSMENT

Abstract
This paper has reviewed theoretical and empirical studies on information credibility with
particular questions of how scholars have conceptualized credibility that is known as a multi-
faceted concept with underlying dimensions; how credibility has been operationalized and
measured in empirical studies, especially in the Web context; what are the important user
characteristics that contribute to the variability of Web credibility assessment; and how the
process of Web credibility assessment has been theorized. An agenda for future research on
information credibility is also discussed.
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Introduction

This paper reviews theoretical and empirical studies on credibility assessment of online
resources, which is also called Web credibility assessment (Fogg, 2003a). Information credibility
is currently an important issue in the world of interactive information systems, in which people
post and share information through various Web-based venues such as websites, blogs, social
networking sites (SNSs), etc. Previous studies on credibility assessment in the interpersonal
communication context have focused heavily on source credibility, which mainly referred to the
characteristics of the speaker’s ability to inspire confidence and belief in what was being said
(Hovland, Janis, & Kelley, 1953). In particular, the measures employed in those studies mainly
addressed source-related features, such as whether or not the speaker is intelligent, expert,
respectful, honest, active, etc. Undoubtedly, source-related features still have a significant impact
on the perception of credibility even in the Web context. However, scholars point out that the
traditional cues and measures of source credibility may not be able to fully reflect the credibility
of Web resources, considering the unique features of the current Web, such as the proliferation
of peer-production mechanisms (e.g., Wikis) and social content creation communities using
those mechanisms, and increasingly interactive ways of information dispersion (Chung, Nam, &
Stefanone, 2012; Flanagin & Metzger, 2008; Hong, 2006b; Jessen & Jagrgensen, 2012). For
instance, Hong (2006b) and Chung et al. (2012) draw attention to media and genre-specific
structural features of Web resources, such as domain names, navigation tools, and hyperlinks to
other sites, that may not be addressed appropriately by the measures focused on source-related
attributes in the interpersonal communication setting. Also, Jessen and Jgrgensen (2012)
highlight that authors’ credential and authority markers/cues (i.e., source-related features) are not

always available in online information, especially in user-generated resources; therefore, Web



WEB CREDIBILITY ASSESSMENT 4

credibility assessment does not necessarily rely on source credibility markers/cues. There are
other cases where the provided source information is hard to interpret due to the convergence of
multiple sources and the easiness of reproducing and redirecting one source to another (Flanagin
& Metzger, 2008). Therefore, although the concept of Web credibility is rooted in the traditional
concept of credibility (i.e., source credibility in interpersonal communication), it is necessary to
identify appropriate credibility markers/cues, heuristics, and measures that can be enabled by the
distinct features of Web systems and genres.

Over the past 7-8 years since the last review paper on information credibility (Rieh &
Danielson, 2007) was published, a significant amount of new research has been done on Web
credibility assessment, which warrants a new review. Furthermore, recent studies have examined
Web credibility issues in new Web environments (i.e., social sites), which were not particularly
addressed in the previous review paper on information credibility. The reviewed literature in the
current review paper, therefore, includes theoretical and empirical studies on Web credibility in a
variety of Web-based platforms, from the more traditional and static websites to the newer and
more collaborative social websites, published in journals of information studies as well as
communication, psychology, and human-computer interaction (HCI). At the same time, however,
we review some of the older/classic studies of credibility which provide original definitions and
conceptualizations of the concept of credibility, which then have been used in more recent
studies and reviews of credibility assessment on the Web. Also, the paper devotes a good deal of
space to reviewing theories and models that conceptualize the process of Web credibility
assessment.

To assess credibility meaningfully, one has to first conceptualize the concept itself, and

then operationalize the concept through a specific set of metrics and/or heuristics. In addition,
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one needs to address the issues of credibility dynamics and measurement aggregation from
different contexts. Accordingly, section one of the paper discusses how credibility has been
conceptualized in the literature, reviewing various underlying dimensions of credibility. As the
concept of Web credibility is derived from credibility in the interpersonal communication
context, this section mainly reviews the traditional literature from psychology and
communication that addresses the root concept, credibility, and attempts to define key
dimensions of the concept. Although assessing credibility in the Web context shares common
conceptualizations with credibility in the interpersonal communication setting (i.e., source
credibility), it involves some operationalizations of credibility that are unique to the Web context.
Hence, section two of the paper reviews the measures that have been used in the literature to
operationalize and measure Web credibility. Furthermore, credibility assessment is dynamic and
contextual. To model credibility meaningfully, it is important to understand how user
characteristics may affect credibility assessment on the Web. Section three reviews the user
characteristics that may influence Web credibility assessment, such as demographics, user
involvement, and technology proficiency. Section four examines six theories and models for
Web credibility assessment which provide aggregate views of credibility assessment, taking into
consideration various attributes of online resources. Finally, the paper concludes with a

discussion of future trends and directions of Web credibility research.

Conceptualization of Credibility
According to the Oxford English Dictionary, credibility is defined as “the quality of
being trusted and believed in” (Credibility, n.d., para. 1). As the dictionary definition indicates,
the concept of credibility is based on specific qualities or virtues (i.e., underlying dimensions),

such as trustworthiness, which are involved in making people believe something. In the



WEB CREDIBILITY ASSESSMENT

literature, the “something,” an object of credibility assessments, has varied depending on main
interests and approaches of research. The “something” can be a speaker in interpersonal
communication and psychological research; an organization or group, as in the management
sciences; media, such as television or the Internet in mass communication research; information
resources in the information sciences, etc. (Rieh & Danielson, 2007).

Even though the main objects of credibility assessments have varied among fields,
scholars seem to agree upon the idea that credibility is based on a person’s (e.g., a listener, a
user, or a recipient) perception, rather than the objects of assessments (O'Keefe, 1990). That is,
the essential part of credibility assessments concerns how people perceive “something” as
credible, which then should theoretically be applicable for all types of credibility assessments
regardless of the objects under investigation (e.g., source, message, media, etc.). In this regard,
the initial investigations on credibility done in interpersonal communication and psychological
research can provide a foundation for conceptualizing credibility. This section traces the
discussions on conceptualizing credibility and identifies the key dimensions of credibility that

are most frequently (commonly) mentioned in the literature (see Table 1 below).

Dimensions of Credibility in Interpersonal Communication

Gaziano and McGrath (1986) propose the one-factor model of source credibility. The
factor analysis in the study shows that twelve items (e.g., being fair, unbiased, trustworthy,
complete, factual, accurate, respectful, sensitive, etc.) are grouped together in a single factor,
named credibility. However, most of the scholars consider credibility a multi-faceted concept
with underlying dimensions. Hovland et al. (1953) define the trustworthiness and expertness of
the communicator (i.e., source) as determinant of the credence given to them, which highly

influences the receiver’s judgment of whether to accept or reject the message generated by the
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communicator. McCroskey and Teven (1999) add the third dimension, goodwill, to the two-
factor model of source credibility (i.e., trustworthiness and expertise). Berlo, Lemert, and Mertz
(1969) suggest another three-factor model of source credibility: safety, qualification, and
dynamism. Whitehead Jr. (1968) proposes the four-factor model, consisting of trustworthiness,
competence, dynamism, and objectivity. Giffin (1967) argues that five factors play important
roles in forming the perceived credibility of the source: expertness (authoritativeness or
intelligence), character, goodwill, dynamism (or activity), and personal attraction (likability or
affiliation). Table 1 below is the summary of the dimensions of credibility suggested in the

literature.

Table 1

Underlying Dimensions of Credibility in Interpersonal Communication

Trustworthiness  Expertise Dynamism Goodwill Objectivity Person_al
attraction
Hovland et al.
v v
(1953)
Berlo et al.
v v v
(1969)
McCroskey &
v v v
Teven (1999)
Whitehead Jr.
v v v
(1968) v
Giffin (1967) v v v v v

Key Dimensions of Credibility: Trustworthiness and Expertise
Some scholars point out that the disagreement in defining the concept of credibility can
be derived from the limitations of the factor analytic methods used to identify the construct’s

core dimensions (O'Keefe, 1990; Taraborelli, 2008). As shown above, the most frequently used
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approaches for analyzing the construct (i.e., credibility) were creating candidate items relevant to
credibility and validating them by using the factor analytic techniques. The variances in creating
and validating those candidate items might have caused the disagreement. Acknowledging the
limitations in defining the concept of credibility, we aimed to identify the most frequently used
terms or ‘expressions’ used in the literature to conceptualize credibility: trustworthiness and
expertise (see Table 1 above). Several scholars addressing credibility issues in the Web context
also see that credibility is fundamentally based on two primary dimensions of credibility,
trustworthiness and expertise (Fogg, 2003a; Metzger, 2007). More recently, the Encyclopedia of
Library and Information Sciences has explained that trustworthiness and expertise are the two
key dimensions of credibility (Rieh, 2010). Thus, we use this two dimensional conceptualization
of credibility as an operational definition for the concept to organize the rest of the review. In
particular, it is used to review and analyze various context-specific operationalizations and cues
of credibility found in the literature.

Trustworthiness captures the perceived goodness and morality of the source (Fogg,
2003a). Thus, the perception that a source is fair, unbiased, and truthful contributes to the
trustworthiness of the information (Rieh, 2010). Wilson (1983) mentions that a person is
regarded as trustworthy if he or she is honest, careful about what he or she says, and disinclined
to deceive. Hovland et al. (1953) say that the degree of confidence in the communicator’s intent
to communicate a valid assertion is considered to be the communicator’s trustworthiness.
Expertise is defined as the perceived knowledge, skill, and experience of the source (Fogg,
2003a). From the perspective of source credibility in interpersonal communication, expertise is

considered as the extent to which a communicator is perceived to be a source of valid assertion
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(Hovland et al., 1953). Wilson (1983) says that a person is competent in some area of

observation or investigation if he or she is able to observe accurately or investigate successfully.

Operationalization of Credibility on the Web

Operationalization is “the process by which a researcher defines how a concept is
measured, observed, or manipulated within a particular study” (Burnette, 2007, p. 636). This
process enables the researcher to define the meaning of the concept under investigation,
translating the theoretical and conceptual variable of interest into a set of specific ‘measures.” A
measure is “a relation associating the attribute-level distributions of real-world entities or
processes with numbers or symbols” (Stvilia et al., 2007, p. 1722). Thus, a measure examining
Web credibility characterizes a specific attribute of Web-based resources by a number or a
symbol that can be used for systematic and/or objective credibility assessments.

Fogg’s (2003a) framework suggests three main sources of Web credibility measurement
that can be used to categorize various measures identified in the literature: (1) operator, (2)
content, and (3) design. Even though these three categories correspond to the traditional
typologies of credibility, such as source, message, and media credibility (Metzger, Flanagin,
Eyal, Lemus, & McCann, 2003; Rieh & Danielson, 2007), Fogg’s framework is specialized for
Web credibility assessment, labeling and defining each category appropriately for Web-based
resources.

The first category of the Web credibility framework, operator, is defined as “the
organization or person offering the site” (Fogg, 2003a, p. 173). The operator can be interpreted
as a source in the conventional setting. As the credibility of a speaker (i.e., source) is
considerably important evidence for people to judge the credibility of the message from him or

her in interpersonal communication, credibility of an operator, who runs a website, is an
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important object of assessment for judging the credibility of the website. For instance, whether or
not the operator of the website is respectful, or whether it is a profit or nonprofit organization can
be some of the markers/cues that influence users’ perceptions of websites’ credibility.

Content is the second category of the Web credibility framework. Fogg (2003a) defines
content as “what the site provides in terms of information and functionality” (p. 173). Currency,
accuracy, relevance of content, and endorsement by a respected outside agency (e.g., the Health
on the Net foundation; HON) are the message-related markers/cues that boost Web credibility. In
addition, Fog (2003a) considers functionalities that a website can provide for users as the other
aspect of content. Examples include the archive function that allows users to search past content
on the website and customizability that allows tailoring pages to individual users.

Design is the third category of the framework, which is largely about the structural
attributes of websites. Fogg (2003a) specifies that four key design elements come into play for
Web credibility assessment: information design (the structure of information on each page and
throughout the site—e.g., organization of information); technical design (how the site works
from a technical standpoint—e.g., search function is powered by a respected search engine);
aesthetic design (how things look, feel, or sound—e.g., whether or not the site is professionally
designed); and interaction design (moment-by-moment experience of users as they go through
the steps to accomplish their goals—e.g., easy to navigate).

We use the two dimensional conceptualization of credibility by Hovland et al. (1953)
(i.e., trustworthiness and expertize) mapped into Fogg’s (2003a) Web Credibility Framework to
guide the organization of the credibility operationalization discussion in this section. In
particular, to connect the dimensions of the credibility conceptualization with relevant credibility

measures found in the literature, we organized those measures by the three categories of the Web
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credibility framework by Fogg (2003a) and then mapped to the two key dimensions of
credibility. This cross-mapping exercise produces six categories (i.e., source trustworthiness;
source expertise; content trustworthiness; content expertise; design trustworthiness; and design
expertise) that form a more elaborate conceptualization for understanding relationships among
the key dimensions of credibility, related measures, and objects of those measures (see Table 2
below). The following subsections use this new, extended framework to further sort out the
measures, specifying which measures could be applicable for each of the credibility dimensions

(i.e., trustworthiness and expertise) based on this survey of the literature.

Measures of Operator’s Trustworthiness

The trustworthiness of a website can be assessed based on the trustworthiness of its
operator. Several of the previous studies have identified sub-dimensions of trustworthiness by
asking participants to rate the importance or appropriateness of related adjectives: neutral,
balanced, unbiased, even-handed, fair, ethical, believable, consistent, well-respected, trusted,
honest, and sincere (Cheung & Lee, 2006; Hong, 2006a; Johnson & Kaye, 2000, 2009; Liu &
Huang, 2005; Westerwick, 2013). In this subsection, measures used in the literature that are
related to the operator’s trustworthiness are reviewed within four categories: (1) commercial
implication, (2) perceived integrity, (3) transparency, and (4) decency.

One of the frequently mentioned measures in the literature that can be grouped in the
category of an operator’s trustworthiness is about a website’s “commercial implication,”
checking whether it is a commercial or non-commercial site. In particular, it examines the
website’s URL—whether it ends with .com or .gov, .org, or .edu; ads on the website; whether it
has pop-up windows with ads; whether it requires paid subscription to gain access (Fogg et al.,

2001). Using these measures, Choi (2013) found that people tend to perceive non-commercial
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sites as more credible than commercial ones for health information because they do not provide
information to make a profit for themselves. When people see ads on health-related websites,
they perceive the websites as trying to sell something, rather than providing the public with
useful information.

The operator’s trustworthiness also matters in online shopping sites. Cheung and Lee
(2006) measured “perceived integrity,” which was a significant factor for the trustworthiness of
Internet merchants, based on users’ ratings on whether the vendors charged the same price for
Internet shoppers. Jansen and Resnick (2006) focused on the effect of sponsored links (vs. non-
sponsored links) on Web searching behavior in the context of online shopping. This study
showed that when using a Web searching engine for e-commerce searching, participants were
more likely to view the non-sponsored links first and evaluate them as more relevant than
sponsored links. On search results pages on Web searching engines (e.g., Google and Yahoo!),
sponsored links appear because a company, organization, or individual purchased the key words,
while non-sponsored (i.e., organic search) links show up based on their proprietary matching
algorithms. Therefore, searchers’ perceived credibility of the given links, either sponsored or
non-sponsored, can play an important role in their online information seeking behaviors.

On SNSs and user-generated content sites, where authors’ identity information is not
always available, nor their expertise is necessarily assured, author trustworthiness and expertise
could be assessed based on the records/logs of their past contributions and behaviors (Stvilia et
al, 2008). For instance, the trustworthiness of a Wikipedia user who had been observed behaving
maliciously in the past (e.g., inserting false content in an article) and whose edits had been
reversed often could be evaluated lower. Thus, whether or not the author opens their profile to

the public can be used as a useful credibility marker/cue. In particular, users may look for
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author’s online profile, the background information for an online identity, such as a LinkedIn
profile, Twitter stream, or personal website or blog, to evaluate (or presume) the author’s
trustworthiness (Jessen & Jorgensen, 2012). Rieh, Jeon, Yang, and Lampe’s (2014) study
focused on the credibility of bloggers also showed that “transparency,” in terms of a blogger’s
identity (e.g., the background information of the blogger and the main purposes of running the
blog) and open-modification process (e.g., an announcement regarding correcting inaccurate
information, rather than deleting it), was considered an important cue/marker that signals the
credibility of the blog. Similarly, Francke and Sundin (2012) mention that Wikipedia, which
allows people to participate in content production, is considered open and independent (i.e.,
transparent), therefore, more credible.

On social Q&A sites, the answerer’s (i.e., author’s) “intention” or “decency” can be an
important criterion for askers to judge trustworthiness of the answerer (Jeon & Rieh, 2014). For
instance, when an answerer is perceived as facetious in answering a certain question, trying to

make a joke, his or her answer tends to be judged as less credible by people.

Measures of Operator’s Expertise

An operator’s expertise is the perceived knowledge, skill, and experience of the operator.
Sub-dimensions of expertise that are related to an operator are: name recognition, reputation,
fame, authoritativeness, and competence (Cheung & Lee, 2006; Fogg et al., 2003; Liu & Huang,
2005; Westerwick, 2013; Zhang, 2014). In this subsection, we review various measures that are
used in the literature to examine the operator’s expertise within three categories: (1) perceived
reputation, (2) search engine ranking, and (3) history of author’s activity.

Operator’s expertise can be measured by checking whether or not the site lists author

credentials for each article (Fogg et al., 2001). For scholarly information, in particular, the
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author’s affiliation information, qualification and credentials, and publications in printed journals
are employed by people to evaluate the author’s expertise—i.e., “reputation” (Hargittali,
Fullerton, Menchen-Trevino, & Thomas, 2010; Liu, 2004; Liu & Huang, 2005). In other
contexts, such as seeking entertainment information, the positive reputation still plays an
important role in forming the authority of the site (Huvila, 2013).

In addition, “search engine rankings” can play a significant role in judging source
credibility (Hargittai et al., 2010; Huvila, 2013; Pan et al., 2007; Westerwick, 2013). Westerwick
(2013) showed that Google top-ranking affected information credibility through the significant
impact on perceived sponsor (i.e., operator) credibility. Other scholars also report the result that
people tend to trust a website when it was suggested in the first result by a search engine
(Hargittai et al., 2010; Huvila, 2013; Pan et al., 2007). These findings may be interpreted that
users’ trust in search engines can influence their credibility perceptions of the search results.

“Historical data of member activities” in peer-production systems such as Wikipedia
have been used for predicting the quality of information and/or identifying expertise and interests
of a member (Adamic, Zhang, Bakshy, & Ackerman, 2008; Cosley, Frankowski, Terveen, &
Riedl, 2007; Stvilia, Twidale, Smith, & Gasser, 2005). In a recent study Jeon and Rieh (2014)
reported that an answerer’s involvement in the given topic (e.g., top contributor badge) tended to
be considered a positive marker/cue in credibility assessment of the answer in a social Q&A site,

as the answerer was assumed to have at least some knowledge to answer the topic.

Measures for Content’s Trustworthiness
The trustworthiness of the content mainly concerns whether the content of a given online
document (e.g., webpage, blog post, or article) is perceived by users as fair, unbiased, and

truthful. Measures used in the literature that are related to content’s trustworthiness can be
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grouped into four categories: (1) neutral/unbiased information, (2) aggregated opinion, (3)
consistency in content provision, and (4) currency/recency.

Fogg et al. (2001) mention that people tend to perceive content as trustworthy when it
contains links to outside materials and sources, especially links to its competitors’ sites. Also,
when a policy on the content is available on a website (i.c., “consistent in content provision”),
the content from the site is perceived to be trustworthy, providing consistent information
(Princeton Survey Research Associates, 2002).

In terms of health-related topics, users tend to perceive a website as most credible when it
provides both pros and cons on the given topic or issue (e.g., medication, side effects, etc.)
because the site is viewed as attempting to provide “neutral/unbiased information” regarding the
given topic (Choi, 2013). Neutrality also seems to be an important marker/cue to judge the
trustworthiness of user-generated contents, such as Wikipedia articles, social Q&A sites, blogs,
online discussion forums, etc. In Metzger’s (2010) study, the proportion of negative to positive
reviews on feedback systems or reputation systems was an important cue/marker that they paid
attention to when making credibility evaluations. Giudice (2010) also showed that mixed stances
of user feedback on an issue (i.e., both positive and negative) influenced perceptions of Web
credibility. In the study (Giudice, 2010), a Web page with positive or mixed user feedback was
perceived as more credible than a Web page with negative feedback only; however, there was no
statistically significant difference in credibility ratings between positive and mixed feedback.
Therefore, interestingly, even counterclaims and rebuttals seem to be considered useful
cues/markers for judging the credibility in user-generated content. These findings may be
understood that the content having at least some negative reviews is perceived by users as more

balanced, and therefore, more trustworthy.
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Also, “aggregated opinion” seems to play an important role in forming the perceived
trustworthiness of the content (Fernquist & Chi, 2013; Flanagin & Metzger, 2013; Jessen &
Jargensen, 2012; Kim, 2010; Yi, Stvilia, & Mon, 2012). Yi et al. (2012) reported that the
participants considered health information to be more trustworthy when the same information
was found on multiple websites (i.e., “content voting™). In social Q&A sites, the ‘Best Answer’
rating is an important credibility marker/cue, as it is viewed as the social validation by the
community including the questioner (Kim, 2010).

Flanagin and Metzger (2013) showed that the volume of ratings provided by other users
on a movie rating site was positively associated with perceived credibility, meaning that the
ratings information was perceived as more credible when the volume of ratings was higher.
Notably, people tended to perceive the ratings from general users (as opposed to experts) as even
more credible than the ratings from experts when the volume of ratings was high, while the
opposite was true at a low volume of ratings. Thus, opinions on a certain topic or issue from a
large number of people can be considered a credibility marker/cue that triggers the perceived
trustworthiness of the content, rather than the perceived expertise, as the aggregated social
opinion is assumed to be honest and not easily manipulated by a few.

In the literature, “currency” (or recency) has been considered one of the important
message-related features that may influence the perception of information credibility (Bernstam,
Shelton, Walji, & Meric-Bernstam, 2004; Hargittai et al., 2010; Sundar, Knobloch-Westerwick,
& Hastall, 2007). For online news, in particular, currency can be an important criterion to judge
its trustworthiness because the validity of news information is time sensitive. Sundar et al. (2007)
measured the number of minutes since the news story broke, named upload recency, to see

whether or not currency affects the perceived credibility of the news lead itself. The authors
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found that upload recency had a significant impact on the perceived message credibility when the
news item was from a low-credibility-source. More specifically, the moderately recent news item
(uploaded 11 or 12 hours ago) was considered less credible than the most recent news (uploaded
a few minutes ago) and the least recent news (uploaded 45 or 48 hours ago); however, upload
recency did not influence the perceived message credibility when the news was from a high-

credibility-source.

Measures for Content’s Expertise

The content’s expertise, which is based on the evaluation of whether or not the content of
a website follows the norms, conventions, and expectations of a particular occupation,
community of practice, and/or culture plays an instrumental role in Web credibility assessment
(Eastin, 2001; Fogg et al., 2001; Hong, 2006a; Liu, 2004; Savolainen, 2011; Sundar et al., 2007,
Zhang, 2014). Measures regarding the content’s expertise that are used in the literature can be
grouped into three categories: (1) provision of evidence, (2) intrinsic quality, and (3)
reinforcement of content expertise.

When a website has articles that list citations and references—i.e., “provision of
evidence”—people tend to perceive the site more credible (Fogg et al., 2001). People seem to
view citations and references as scientific supports/evidence for the arguments made in the
articles, assuming that these markers/cues guarantee the accuracy and completeness of the
content. In their empirical study, Sundar et al. (2007) examined whether the number of related
articles would have a significant impact on perceived credibility of online news leads. The
authors found that a news lead from a low-credibility-source was perceived as more credible
when it included a larger number of related articles. However, there was no significant

relationship between the number of related articles and the perceived credibility of a news lead
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when it came from a high-credibility-source. In other words, in a case where the source’s
credibility is not guaranteed, people tend to give higher credibility to the argument being
supported by a larger number of citations and references.

Fogg et al. (2001) showed that “intrinsic quality” related cues such as typographical
errors or the lack of comprehensives or completeness (e.g., having less than 5 pages) made the
participants rate the website as less credible. These content cues tend to have a negative effect on
the perceived expertise of a website. Such content cues are applicable for user-created content or
knowledge, such as Wikipedia articles and Yahoo! Answers. Rowley and Johnson (2013)
reported that the structure/style/quality of writing and grammar/proofreading were some of the
indicators that might influence the perceived credibility of Wikipedia articles. In addition, it was
found that the length of the article was an important cue signaling the quality of the article
(Stvilia et al., 2007; Yaari, Baruchson-Arbib, & Bar-llan, 2011). In Yahoo! Answers, the length
of reply and the number of competing answers (i.e., number of other answers the questioner has
to choose from) were significant factors for predicting the ‘Best Answer’ (Adamic et al., 2008;
Agichtein, Castillo, Donato, Gionis, & Mishne, 2008).

There is a unique type of information behavior on the Web that influences the credibility
of user-generated content. St. Jean, Rieh, Yang, and Kim (2011) paid attention to the fact that
people have a chance to reinforce the credibility of their content even after they post it online.
The authors found that many content contributors posted additional information—i.e.,
“reinforcement of content expertise”—including supplementary images, and/or provided
feedback to their audience, and these interactions with the audience provided the content
contributors with an additional chance to promote their knowledge and expertise to the audience

in the social sites. Their findings are in line with Savolainen’s (2012) finding that people tend to
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perceive answers in social Q&A sites as more credible when the content provides further

evidence and/or competing answer candidates.

Measures for Design’s Trustworthiness

As mentioned above, Fogg’s (2003a) Web credibility framework defines the design
aspect of Web credibility with four sub-categories: information design (the structure of
information on each page and throughout the site); technical design (technical functionalities);
aesthetic design (layouts, graphics, and colors of the site); and interaction design (usability).
Based on the framework, design ‘trustworthiness’ can be determined by whether or not the
website’s performance is stable and consistent; whether or not it ‘looks’ trustworthy, etc. This
subsection examines measures used in the literature that are related to a design’s trustworthiness
according to the (1) real-world feel and (2) stability of the website.

An early study on Web credibility assessment (Fogg et al., 2003) reported that the most
frequently mentioned criteria for evaluating the credibility of a website were design look and
information design/structure. The result tells us that visual aspects of a website, such as pleasing
graphics, higher quality look and feel, and professional appearance, may have significant impacts
on users’ perceptions of credibility of Web-based resources. In particular, scholars have
examined the effects of trustworthiness of a website’s design in terms of “real-world feel,” such
as whether or not the site lists the operator’s physical address, contact number, and email address
(Fogg et al., 2001; Fogg et al., 2003), and whether or not it includes a picture of the operator—
e.g., organization’s members, authors of certain articles (Fogg et al., 2001; Liu, 2004; Liu &
Huang, 2005). In particular, posting a profile picture may have a positive effect on users’
perceived credibility of user-generated content, as well. Jeon and Rieh (2014) reported that some

participants noticed answers’ profile pictures in Yahoo! Answers, considering them being more



WEB CREDIBILITY ASSESSMENT 20

involved in the site. When people feel that there are actual people behind the website, they may
perceive the website as more trustworthy.

Moreover, technical design also has a significant impact on perceived trustworthiness of
a website. In particular, users seem to be sensitive to the “stability” of a website, such as how
often the site is down, or whether or not links from all pages work properly (Fogg et al., 2001).
Previous studies using these measures showed that people considered the websites that are often
unexpectedly unavailable or have broken links less credibility because these are perceived as less
consistent and reliable—i.e., less trustworthy (Choi, 2013; Fogg et al., 2001; Fogg et al., 2003;

Liu, 2004; Liu & Huang, 2005).

Measures for Design’s Expertise

Web resources involve various design-related features, such as the structure of
information, search functions, aesthetics design, and usability (Fogg, 2003a). Even though these
design-related features are not particularly about content or its source(s), which have been
traditionally considered as the main objects of credibility assessments, several scholars have
shown that design may have a significant effect on the overall perception of Web credibility
(Fogg et al., 2001; Robins & Holmes, 2008; Wathen & Burkell, 2002). In particular, a website’s
credibility can be communicated by the quality of its design (i.e., design’s expertise) in terms of
aesthetics based on first impressions of surface traits and usability based on first-hand experience
(Fogg, 2003a). Measures regarding a design’s expertise identified in the literature are grouped
into two categories: (1) visual aesthetics, and (2) appropriateness of design.

Robins and Holmes (2008) found that people tended to judge the content with a higher
aesthetic treatment as having higher credibility than the same content with a lower aesthetic

treatment—i.e., impact of “visual aesthetics” on Web credibility assessment. Also, based on
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Wathen and Burkell’s (2002) model for Web credibility assessment, people begin the process of
assessing Web credibility with making immediate judgments about the surface characteristics of
the website, which is directly related to the structural features of websites. Surface characteristics
mentioned in this research include site appearance (e.g., color, graphics, no errors, etc.), usability
(e.g., navigability, menus, download speed, etc.), and organization of information (e.g., layers,
ease of access, and choice of detail level). Rieh et al. (2014) also mentioned that visual aesthetics
can play an instrumental role in signaling credibility of blogs (e.g., changing the background of a
blog and including pictures). In particular, the “appropriateness of design,” being in harmony
with the type of content and tone of writing, was suggested as an important aspect of a ‘credible’
blog, as blogs are a type of user-generated content sites where bloggers and audience are closely
engaged, interacting with each other regarding their common concerns and interests.

One interesting finding regarding the impact of design features on Web credibility is that
quality design and site organization tend to be considered as a basic requirement (or even
prerequisite) that a website must have (Choi, 2013). In other words, a high level of website
design may or may not increase the overall credibility of a health-related website, while poor
surface credibility significantly decreased the overall credibility of a website. Participants in
Choi’s (2013) study highlighted that the ‘prettiness’ of a website (i.e., aesthetic design) was not
important when they judged the credibility of a website providing health-related information,
while the website would be seen as less professional if it had typographical errors. Westerwick
(2013) also showed that credibility perceptions could not be enhanced by more appealing
website design when the site had lower source credibility; instead, higher source credibility

increased users’ ratings of the website’s design appeal.
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Table 2

Measures for Web Credibility Assessment
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Trustworthiness

Expertise

Operator

Content

Commercial implication:
= URL ends with .com
= Ads on the site
= Pop-up windows with ads
= Paid subscription required
Perceived integrity:
= Same condition for both on- and off-
line shopping products
= Sponsored links (vs. non-sponsored
links)
Perceived transparency:
= Accessibility of author’s online profile
(e.g., LinkedIn Profile, Twitter stream,
personal website or blog, etc.)
= Announcement (notice) on correcting
inaccurate information (not deleting it)
Perceived decency:
= Whether the author is serious or
facetious in information provision.

Neutral/unbiased information:
= Links to outside materials and sources
= Links to its competitors’ sites
= Mixed stances of user feedback on an
issue (both pros and cons are provided)
= Proportion of positive and negative
comments on user-generated contents
Aggregated opinion/social validation:
= Duplication (i.e., certain information is
found on multiple websites.)
= Social annotations and rating from
other people
= ‘Best Answer’ rating (e.g., ‘Best
Answer’ in Yahoo! Answers and
‘Likes’ in Facebook)
Consistency in content provision:
= Posting policy on content
Currency/Recency:
= Upload recency (number of minutes
since a message was posted)

Perceived reputation:
= Author credentials
= Affiliation information
= Author’s publications in printed
journals
Search engine ranking:
= Google top-ranking
History of author’s activity (in social Q&A
sites):
= Number of answers
= Number of best answers
= Top contributor badges

Provision of evidence:
= Provision of citations and references
= Number of related articles
Intrinsic quality:
= Typographical errors
= Size of the site (e.g., how many pages
does it have?)
= Length of the content (e.g., length of
the Wikipedia article; length of the
answer in Yahoo! Answers)
= Number of competing answers (in
social Q&A sites)
Reinforcement of content expertise:
= Additional information posted by the
author (e.g., replies, comments, or
supplemental images and videos, etc. in
social Q&A sites)
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Trustworthiness Expertise
Design Real-world feel: Visual aesthetics:
= Operator’s contact information (e.g., = Professionally designed (e.g., color,
physical address, contact number, email graphics, etc.)
address, etc.) Appropriateness of design:
= Picture of operator = Well-matched with content (topic)
Stability of the website: = Well-matched with tone of writing

= The site is rarely down.
= All links in the site are working
(number of broken links).

User Characteristics and Credibility Perception on the Web

The process of assessing information credibility relies on users’ perceptions, which may
be affected by different user characteristics. These include (1) demographic characteristics
(Robertson-Lang, Major, & Hemming, 2011; Zulman, Kirch, Zheng, & An, 2011); (2) user
involvement (Arazy & Kopak, 2011; Fogg, 2003b; Lucassen, Muilwijk, Noordzij, & Schraagen,
2013; Metzger, 2007); and (3) technology proficiency (Ahmad, Komlodi, Wang, & Hercegfi,
2010; Kim, 2012; Lucassen et al., 2013; Zulman et al., 2011). Therefore, to gain better
understanding of users’ assessment of the credibility of online resources, and the effects of
various demographic, cultural, and physiological variables on information behaviors, researchers
have devised studies of populations defined by those variables. This section reviews those factors

as they have been discussed in the credibility literature.

Demographics
“Age” seems to be one of the important factors that influence Web credibility
assessment. Older adults, who have relatively less experience with the Web than younger

generations, tend to have more concerns or doubts about the credibility of health-related
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resources on the Web (Zulman et al., 2011). It may be because their expectations about how a
system should work are based on how previous versions (i.e., non-electronic) were structured
(Fisk, Rogers, Charness, Czaja, & Sharit, 2009). Therefore, they may assume that the credibility
of online information is relatively lower than that of printed information because they are more
familiar with printed information that is produced and disseminated through a stricter process
that requires enough authority and capital to justify and sell information product (Fritch &
Cromwell, 2001; Metzger, 2007).

However, the fact that older adults have more concerns with credibility issues does not
necessarily mean that they are able to seek out indicators of credibility when exploring a website.
In their study, Robertson-Lang et al. (2011) found that 93% of older adults believed that the
websites they chose were credible, but only 29% of them actually checked the source of the sites
to make sure they were credible; some participants automatically trusted online health
information simply because they are on the Web.

Furthermore, there have been studies examining age differences in trust from the
perspectives of neural activity, which may underlie older adults’ vulnerability to fraud. In Castle
et al.’s (2012) study, older adults rated untrustworthy faces as significantly more trustworthy and
approachable than younger adults did. Also, older adults show lesser activation in the anterior
insula (Al), a region believed to contribute to decision-making by instantiating subjective feeling
states, when making explicit judgments of trustworthiness and when perceiving untrustworthy
faces. The authors argue that reduced Al activation seen in older adults may be a neural indicator
of a weaker warning signal than is present in younger adults. Thus, the results may be implicated

that older adults may have a lower visceral warning signal in response to cues of
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untrustworthiness, which could make deciding whom to trust difficult, and may make them fall
victim to online fraud at a higher rate than other age groups.

“Gender” is another demographic factor that influences credibility perception on the
Web. Johnson and Kaye (1998) mentioned that gender was the only variable that was
significantly associated with perceptions of credibility of all four types of sources (e.g., online
newspapers, online news magazines, online candidate literature, and online issue sources) among
the demographic variables under investigation, such as age, education, and income. In particular,
female participants in the study viewed the Web as more credible than males did. Fogg et al.
(2001) also found that male participants rated credibility markers/cues more negatively than
females did. However, gender does not necessarily have a consistent effect on perceptions of
Web resources (i.e., men are more critical than women). For instance, Flanagin and Metzger
(2003) reported opposite findings that males rated the given websites as more credible (i.e., more
positive) than females did. Furthermore, Johnson and Kaye (2000) found that gender did not play
a significant role in assessing Web credibility. Due to the inconsistent findings, which imply
interaction effects of gender on credibility perceptions on the Web, some studies controlled
gender in their data analysis (Hong, 2006a; Johnson & Kaye, 2009; Metzger, Flanagin, &

Zwarun, 2003).

User Involvement

Several models for Web credibility assessment view user involvement (e.g., motivation
and ability), as a decisive factor that has an impact on the overall process of Web credibility
assessment (Fogg, 2003b; Lucassen et al., 2013; Lucassen & Schraagen, 2011; Metzger, 2007).
When people have high “motivation” to evaluate Web credibility, they are more likely to look

into the content-related features of the Web resource, such as the arguments presented and/or
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source of the information. However, when they have low motivation, people tend to evaluate
Web credibility based on more superficial features of the Web resource, such as design, color
schemes, and functionalities of the websites, etc. (Fogg, 2003b; Metzger, 2007).

Furthermore, when people have the “ability” to evaluate the Web resource, in addition to
motivation, people take a more rigorous and systematic strategy to credibility assessment.
However, if a user does not have motivation, no credibility assessment will happen; in case the
user does not have the ability, yet has the motivation to evaluate, the user would rely on the
surface characteristics (i.e., peripheral cues) or heuristics to judge the credibility of the
information (see Metzger, 2007, p. 2088). Thus, user motivation and ability are crucial factors
that determine the extent to which users will critically evaluate the Web resource.

“Familiarity” on a given topic is known as a contributing factor that influences Web
credibility assessment, as well (Arazy & Kopak, 2011; Chesney, 2006; Lucassen et al., 2013).
More specifically, Lucassen et al. (2013) found that people who were familiar with a given topic
tended to pay more attention to the semantic features of the information (i.e., central cues), while
people who were not familiar with the topic focused more on surface features of the information
(i.e., peripheral cues). Arazy and Kopak (2011) too highlighted that assessing the accuracy of the
content required knowledge of relevant facts (i.e., semantic features), while assessing the
presentation of the Wikipedia article (i.e., surface features) did not require such expertise. Thus,
a user’s level of familiarity regarding the subject matter may affect the user’s interpretation of

the Web resource under examination.

Technology Proficiency
Users’ information “literacy levels” play a significant role in acknowledging the

structural and message features, which influence credibility perceptions and evaluations of
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websites (Ahmad et al., 2010; Lucassen et al., 2013; Zulman et al., 2011). Using Julien and
Barker’s (2009) definition of information literacy, “the set of skills required to identify
information sources, access information, evaluate it, and use it effectively, efficiently, and
ethically” (p. 12), expert users who have higher information literacy tend to use not only the
structural features of websites (e.g., links, policy, affiliation, sponsor, domain names,
advertisements, and aesthetics), but also the message features (e.g., information timeliness,
information language, information organization, information citation, information consistency,
testimonials, author, and author-expertise) to verify the credibility of the websites. However,
novice users having lower information literacy mainly rely on visual appearance and structural
features of websites.

Scholars in the field of communication have used the term, “media reliance,” which
mainly examined the relative influence of reliance on different media types on credibility
perceptions (Johnson & Kaye, 2009; Johnson, Kaye, Bichard, & Wong, 2007; Kiousis, 2001).
These studies focused on the relationship between users’ media reliance (or media use) and the
perceived credibility of the media under investigation. Overall, reliance has been found to be one
of the influential factors for credibility perception both in traditional media, such as television,
radio, and newspaper, and in the Web sources (e.g., websites in general, blogs, SNSs, etc.). For
instance, Flanagin and Metzger (2000) reported that more experienced users tended to consider
the Internet more credible than those who had less experience with the Internet. In blogs, in
particular, reliance was the strongest predictor of blog credibility even after controlling for
demographics and Internet use (Johnson & Kaye, 2004; Johnson & Kaye, 2009; Johnson et al.,
2007): experienced Internet users considered blogs more credible than those having less

experience with blogs (i.e., general Internet users) because the experienced users were familiar
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with the purpose of blogs or the style of writing. These findings seem to indicate that the more
users rely on a certain source, the more likely they are to judge the information from the source
as credible. Table 3 below lists the factors having an impact on Web credibility assessment in

three categories: demographics, involvement, and technology proficiency.

Table 3

Variability of Credibility Perception on the Web

Definition Variables
Demographics User’s demographic backgrounds that = Age
influence Web credibility assessment = Gender
= Education
Involvement The degree to which users know and care = Motivation
about specific topics under examination = Ability

= Domain expertise

Technology proficiency The degree to which users are familiar and = Information literacy
comfortable with the technology (Internet) = Media reliance
to identify, access, evaluate, and use
information resources

Models and Frameworks
Several theoretical frameworks have been proposed to explain Web credibility
assessment taking various attributes of online resources into consideration, in terms of source
(i.e., source), message (i.e., content), and structure (i.e., design), as well as the dynamic nature of
the ‘process’ of assessing the information credibility. This section reviews six theoretical
frameworks pertinent to Web credibility assessment: (1) Wathen and Burkell’s (2002) Model for

How Users Judge the Credibility of Online Information, (2) Fogg’s (2003b) Prominence-



WEB CREDIBILITY ASSESSMENT 29

Interpretation Theory (P-1 Theory), (3) Metzger’s (2007) Dual Processing Model of Website
Credibility Assessment, (4) Hilligoss and Rieh’s (2008) Unifying Framework of Credibility
Assessment, (5) Sundar’s (2008) MAIN Model, and (6) Lucassen et al.’s (2013) Revised 3S-
Model. In particular, the common and unique features of the theoretical frameworks are

recapitulated in Table 4 below.

Fogg’s Prominence-Interpretation Theory (P-I Theory)

Prominence-Interpretation Theory (P-I Theory), proposed by Fogg (2003b), posits that
two things happen when people assess credibility: a person notices something (prominence) and
makes a judgment about it (interpretation). The fundamental idea of this theory is that people
would evaluate the parts of the website they have noticed based on their involvement,
motivation, ability, etc.

The first concept of the theory, prominence, is defined as “the likelihood that a website
element will be noticed or perceived” (Fogg, 2003b, p. 722). The author mentions that before a
website element can affect a user’s credibility assessment of the site, the user must first notice
the element. In other words, if certain website elements are not noticed by users, information in
the website cannot have an impact on credibility assessment of the site. He identifies five factors
that affect the prominence phase: involvement of the user, content, task, experience, and
individual differences.

The second concept of the P-1 Theory is interpretation. Fogg (2003b) defines the concept
as “a person’s judgment about an element under examination” (p. 723). In the interpretation
phase, the user evaluates website elements as good or bad. For example, a user may interpret a
broken link on a website either as an indicator the operator does not care for the site or the site

was not carefully created in the first place. In either case, the broken link will contribute to a
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lower credibility perception of the site. Fogg mentions that at least three factors affect
interpretation: user’s assumptions (e.g., culture, past experiences, and heuristics),
skill/knowledge of a user (e.g., a user’s level of competency in the site’s subject matter), and

context (e.g., the user’s environment, expectations, and situational norms).

Wathen & Burkell’s Model for How Users Judge the Credibility of On-line Information

Wathen and Burkell (2002) view the credibility assessment of online resources as an
iterative process. Particularly, they conceptualize the process of Web credibility assessment with
two distinct levels (or phases): evaluation of surface credibility and evaluation of message
credibility. According to the model, people begin the process by making immediate judgments
about the surface characteristics of the site, such as appearance (e.g., color, graphics, lack of
error, etc.), usability (e.g., navigability, menus, download speed, etc.), and organization of
information (e.g., layers, ease of access, and choice of detail level). The factors identified in this
model are in line with the surface credibility markers suggested by Tseng and Fogg (1999). As
mentioned above, people consider the professional appearance of a website an important cue for
judging its overall credibility.

In the second level of the model, people evaluate the credibility of the message delivered
by the website in terms of source and message. The authors identify expertise, competence,
trustworthiness, and credentials as factors that influence source credibility. Also, they identify
content, accuracy, currency, and relevance to the user’s need as factors that influence message

credibility.

Hilligoss and Rieh’s Unifying Framework of Credibility Assessment
Hilligoss and Rieh (2008) suggested a unifying framework of credibility assessment in an

attempt to consider diverse information seeking goals, tasks, and contexts in everyday life. They
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identified three distinct levels of credibility judgments: construct, heuristic, and interaction. In
the framework, construct is the highest and the most abstract level, as it is concerned with how
people define (or perceive) the concept of credibility. Hilligoss and Rieh suggest five constructs
of credibility — trustfulness, believability, trustworthiness, objectivity, and reliability — and
highlight that people may conceptualize credibility in different ways depending on the situation
they are facing and the types of information encountered.

The second level of the framework is the heuristic level. Heuristics involve general rules
of thumb that are utilized in cases where people are unwilling or unable to evaluate the content
of the message because of time, motivation, and ability. Hilligoss and Rieh categorize heuristics
for credibility assessment into four types: media-related heuristics (e.g., book, peer-reviewed
journal articles, Web, etc.), source-related heuristics (e.g., familiar vs. unfamiliar sources,
primary vs. secondary sources), endorsement-based heuristics (e.g., recommendation by
knowledgeable and trusted individuals), and aesthetics-based heuristics (e.g., design in websites).

The third level of Hilligoss and Rieh’s framework is interaction. The authors define
interactions as “specific attributes associated with particular information objects and sources for
credibility judgments” (p. 1473). This level differs from the previous level (i.e., heuristics), in
that credibility judgments in this level are based on specific source or content cues that are
unique to a specific context. Three types of interactions are identified: interactions with content
cues, peripheral source cues, and peripheral information object cues. Content cues are directly
related to evaluating the credibility of the message itself. Peripheral source cues are source-
related features that can affect the credibility assessment of information, such as affiliation,
reputation, author’s education background, type of institution, etc. Peripheral information object

cues are about the appearance or presentation of the information object, such as advertisements
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or language used in the website, etc. Hilligoss and Rieh mention that the three levels of
credibility assessment are interlinked, affecting each other in both directions from the abstract

level (i.e., construct) to the specific level (i.e., interaction), rather than functioning exclusively.

Sundar’s MAIN Model

Sundar (2008) pays attention to the technology effects on credibility assessments. In
particular, as multiple sources are often interlinked in online information, source credibility,
which has been conventionally regarded as the most important clue to judging the believability
of information, may not play a clear role in the Web context. Therefore, information receivers
have to consider message credibility as well as the credibility of the medium itself to assess the
credibility of online information. In such an information environment where people have to take
more things into consideration to find credible information, they get to face the information
overload and the lack of uniformity in content quality. In this regard, he highlights the
importance of roles of cognitive heuristics that people take advantage of to make judgments of
credibility in the Web context. His MAIN model accommodates various heuristics pertaining to
credibility assessments, categorized in four types of affordances in digital media, such as
Modality (M), Agency (A), Interactivity (I), and Navigability (N).

Affordance is a particular capability possessed by the medium to facilitate a certain action,
and the affordances exist in most digital media to some different degrees. The modality
affordance is closely related to the structural aspects of the medium, rather than the content—e.g.,
“realism heuristic” that people tend to trust audiovisual modality because its content has a higher
resemblance to the real world. The agency affordance-related heuristics are utilized to identify
the source, which affect the perceived credibility of the information provided by the source—e.g.,

“machine heuristic” that people consider the objectivity of chosen news to be more credible if it
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is recommended by a machine. The interactivity affordance involves both concepts such as
interaction and activity, which are the characteristics usually lacking in most traditional media—
e.g., “activity heuristic” that influences users’ credibility judgments by the dynamism. The
navigability affordance is about the interface features of digital media, such as organization of
sites and hyperlinks—e.g., “browsing heuristic” that encourages users to take a look at the site by

checking out the various links.

Metzger’s Dual Processing Model of Credibility Assessment

Metzger’s (2007) dual processing model takes user motivation and ability into account in
theorizing the process of Web credibility assessment. This model adopts the main idea of the
dual processing models, such as Petty and Cacioppo’s (1981) Elaboration Likelihood Model of
persuasion (ELM), that divide the process of information processing and assessment into two
routes, (a) central and (b) peripheral routes, depending on the depth of the user’s motivation and
ability to scrutinize it. The dual-processing-perspective is a useful approach to understand Web
credibility assessment as it is mainly based on user perceptions, which are formed (influenced)
by various audience factors (i.e., user characteristics) such as demographic background,
involvement (motivation and ability), topic familiarity, and information skills. In other words,
since user perceptions are not necessarily the same for all types of users, nor for various
situations, it is reasonable to specify the evaluation process by considering the dynamisms in
Web credibility assessment. In the exposure phase of the model, a user’s motivation and ability
decide whether or not they will go to the next phase, the evaluation phase. When a user has
motivation and ability to evaluate the information he or she is being exposed to, the user will
take more rigorous and systematic strategies to credibility assessment (i.e., central route);

however, if a user does not have the motivation, no credibility assessment will happen; in case
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the user does not have the ability, yet has the motivation to evaluate, he or she will rely on the
surface characteristics (i.e., peripheral cues) or heuristics to judge the credibility of the

information (see Metzger, 2007, p. 2088).

Lucassen and Schraagen’s Revised 3S-Model of Credibility Evaluation

Lucassen and Schraagen (2011) suggested the 3S-model, where 3S indicated the three
information characteristics: semantic, surface, and source features. Lucassen et al. (2013)
improved the initial version of the model by further examining the influences of the topic
familiarity and information skills (i.e., information literacy). Defining topic familiarity (or
domain expertise) as “having knowledge on the topic at hand” (Lucassen et al., 2013, pp. 256-
257), people who have the higher level of knowledge on the topic tended to focus more on the
semantic features (i.e., message of the information), while the novice users who were not
familiar with the topic relied more on surface features (i.e., structural features). Furthermore,
when defining information skills as “the skills required to identify information sources, access
information, evaluate it, and use it effectively, efficiently, and ethically” (Julien & Barker, 2009,
p. 12), users with better information skills more often attempted to evaluate information quality,
while those with poorer information skills did not.

The Revised 3S-Model shares common ideas with the dual processing model by Metzger
(2007), in that credibility assessment may vary depending on the levels of motivation and
abilities. In particular, ability can be seen as the same concept as information skills mentioned in
the Revised 3S-Model. Thus, involving the two models together, users go through the different
routes by focusing on different types (i.e., semantic vs. surface) and levels (i.e., number of cues)
of credibility cues embedded in the given information depending on the information skills (i.e.,

ability).
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Common and Unique Features of Web Credibility Assessment Models

As reviewed above, each of the six theoretical frameworks has a different coverage and
focal point on the Web credibility assessment. Overall, four main facets of the theoretical
frameworks are identified: (1) context, (2) user characteristics, (3) information characteristics,
and (4) process (see Table 4). This section analyzes the six theoretical frameworks along those
four facets.

The first facet, context, categorizes whether the framework takes contextual factors into
account. Depending on a certain contextual situation in which people are located, their credibility
assessments may vary, in terms of selecting resources and judging the credibility. For instance,
Hilligoss and Rieh (2008) find that college students try not to rely on information from the Web
for their homework because their professor may consider the Internet as a less-credible source to
reference for academic work. Even though college students are very familiar with searching and
using online information in everyday life, they may change their information behavior of both
selecting the pertinent source and judging its credibility in a certain context. Two of the six
existing theoretical frameworks of credibility assessment clearly emphasizethe influence of
contextual factors: P-1 Theory (Fogg, 2003b) and Unifying Framework of Credibility
Assessment (Hilligoss & Rieh, 2008).

The second facet examines whether the model considers the variability of Web credibility
assessment in terms of the user’s characteristics. Given that credibility assessment is mainly
based on users’ perception, it is important to take audience factors into account to better
understand credibility assessment of online resources. In particular, the factors reviewed in the
preceding section of the paper (i.e., User Characteristics and Credibility Perception on the Web),

such as demographics, user involvement, and technology proficiency, are known for being
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influential in Web credibility assessment. As shown in Table 4 below, most of the theoretical
frameworks for Web credibility assessment reviewed in this paper include audience factors.

Operationalization categorizes how each model measures information credibility. As
reviewed in the previous section, various credibility markers/cues have been identified in terms
of source, message, and structural characteristics of Web resources (see Table 2 above). The
third facet, operationalization, shows which type of credibility markers/cues (or measures) are
employed and how they are labeled in each theoretical framework.

Lastly, process categorizes the theoretical frameworks by whether they combine and
organize various factors to depict the process of Web credibility assessment. This is an important
criterion to sort out the frameworks because the ‘process-based’ frameworks encompass the
overall process of credibility assessment, while the ‘judgment-based’ frameworks focus on
certain factors affecting users’ perceived credibility of online information. Table 4 below is the
comparison of the six theoretical frameworks of Web credibility assessment based on the four

facets.

Table 4

Characterization of Six Existing Theoretical Frameworks of Web Credibility Assessment by Four

Facets

Model Facet 1: Facet 2: Facet 3: Facet 4:
Context User characteristics Operationalization Process

P-1 Theory = Context = |nvolvement = Content = Prominence
® Task = Experience ® |nterpretation

® Individual difference
= Assumption
= Skill/knowledge
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Model Facet 1: Facet 2: Facet 3: Facet 4:
Context User characteristics Operationalization Process
Judgment = Situation = Previous knowledge = Surface credibility = Enter websites
Model = Topic familiarity = Source credibility = Evaluation of surface
= Willingness to believe = Message credibility credibility
and use the information = Evaluation of message
credibility
= Content evaluation

MAIN N/A N/A = Modality cues = Affordance
Model = Agency cues = Heuristics

® |nteractivity cues = Quality

= Navigability cues = Credibility judgment
Unifying = Context = |nformation seeker: ®» Media heuristics = Construct
Model = Goal motivation & ability = Source heuristics = Heuristic

= Task = Endorsement heuristics ® Interaction

® Aesthetics heuristics

Dual Model ~ N/A = Motivation to evaluate = Heuristic evaluation = Exposure phase
= Ability to evaluate = Systematic evaluation ~ ® Evaluation phase
= Judgment phase

Revised-3S  N/A = Domain expertise = Semantic features N/A
Model = |nformation skills = Surface features

® Source expertise

= Source features

Conclusion and Future Research Directions

This paper has reviewed theoretical and empirical studies on information credibility with

particular questions of (1) how scholars have conceptualized credibility as a multi-dimensional

concept; (2) how credibility has been operationalized and measured in empirical studies,

especially in the Web context; (3) what are the important user characteristics that contribute to

the variability of Web credibility assessment; and (4) how the process of Web credibility

assessment has been theorized.
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The notion of credibility has been mainly examined in terms of source credibility in the
context of interpersonal communication. Many scholars have identified various underlying
dimensions of credibility, which were mainly focused on the characteristics of a speaker that
influence the listener’s perception of credibility. In particular, trustworthiness and expertise have
been identified as key dimensions of credibility, along with goodwill, dynamism, objectivity, and
personal attraction. As mentioned above, people tend to perceive certain information (or a
message) as credible when it originates from credible sources.

In the Web context, various credibility markers/cues have been identified in terms of
operator, content, and design. Many scholars note that Web credibility assessment may not be
fully addressed by the traditional measures used in the interpersonal communication context as
Web credibility assessment involves the unique features of Web-based platforms, such as the
structural features of websites (e.g., domain names, navigation tools, hyperlinks to other
resources, etc.), self/peer-production mechanisms (e.g., Wikis, blogs, social Q&A sites, etc.),
easiness of sharing and reproducing information, etc. (Flanagin & Metzger, 2008; Hong, 2006b;
Jessen & Jargensen, 2012). Table 2 above summarizes the key dimensions of credibility and
associated measures for Web credibility assessment.

Furthermore, audience factors, such as demographic backgrounds, user involvement,
information skills, etc., make Web credibility assessment variable. Several models have been
proposed to theorize the process of Web credibility assessment by taking these factors into
consideration. However, each model has a somewhat different perspective or angle on Web
credibility assessment. Models for Web credibility assessment may share common aspects but
still have unique features, depending on the focal point of each model. Additional variance in the

models has been introduced by the needs of different contexts of credibility operationalizations.
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As new technologies and new types of information systems emerge on the Web, leading to new
types of credibility behaviors, heuristics and cues, there will be an ongoing need for new
information credibility research. Following are some potential future research directions and

trends regarding Web credibility assessment.

Conceptualization — Studying the Relationship between Information Credibility and Information
Quality

One important future research agenda would be to make a clearer relationship between
the concepts of information credibility and quality, which are closely related. In the literature,
many of the criteria for message credibility overlap with those for information quality. These
include: accuracy, currency, reliability, relevance, etc. Looking at the information quality
literature, scholars tend to consider credibility as a dimension of quality—a set of characteristics,
which allows indirect (vs. direct) evaluation or prediction of information quality. That is, when
users do not have sufficient knowledge to judge the quality of the given information and/or those
who are not deeply involved with the given task, they may rely on the markers/cues and
heuristics of information credibility, rather than directly evaluate the information quality.

Information foraging theory (Pirolli & Card, 1999) may be a good theoretical lens to
understand the relationship between information credibility and information quality. The indirect
evaluation of information quality by credibility markers/cues may be understood as following
“information scents” (Pirolli, 1997) or “residues” (Furnas, 1997), which are imperfect
representations of the information quality based on proximal cues, such as source credentials,
hyperlinks in a Website, etc. Using the analogy, credibility markers/cues may exude either a

positive, negative, or even neutral ‘scent’ in sense-making around the quality of the information.
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Operationalization of Web Credibility in Various Contents

Future research will continue studying human information behaviors regarding how
people judge information credibility in various contexts. In particular, as new types of websites
and information systems emerge continuously, the design of information scents or residues
(Furnas, 1997; Pirolli, 1997) to support heuristic evaluation of information credibility by users
will still remain a very active area of research in the future.

As mentioned above, Web credibility assessment is different from and more complex
than credibility assessment in interpersonal communication due to the dynamic nature of the
Web, its technologies, and document genres. Recent studies on Web credibility started paying
attention to user-generated content, such as posts on SNSs, blogs, including micro-blogs (e.g.,
Twitter), and questions and answers in social Q&A sites. Since the user-generated content often
lacks cues/markers for source credibility, it can be a challenge for users to evaluate whether the
given information (i.e., user-generated content) is credible or not. Therefore, future research on
Web credibility assessment will need to study the unique features of the user-generated contents
and related information behaviors on those sites. Appropriate measures need to be identified to
capture those user behaviors and enable Web credibility assessment in specific contexts.

There have been studies examining age differences in trust from the perspectives of
neural activity, which may underlie older adults’ vulnerability to fraud. Most of the previous
studies, however, have been either based on or focusing on younger generations’ perceptions,
such as college students or high school students. Others have been conducted with the general
population, consisting of a wide range of age groups. Even though some studies have dealt with
older adults’ credibility assessment of online health information, they tended to focus on the

factors responsible for older adults’ distrust of online information, rather than looking into the
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underlying dimensions and structures of their perceptions of Web credibility. In light of the
expected increase in the population of older adults who use the Internet, future research on
information credibility needs to pay more attention on older users as an important research
population, aiming at developing a model of older adults’ Web credibility assessment. The
model could be utilized for designing older adult-friendly information credibility cues and

information technology literacy programs.

41
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